obal 4

Explore

Applications are open now!

Cybercrime and Cyber-Security - 10cps

Content

The use of computer technologies is essential for everyday life BUT just as computer
technologies, devices and networking have expanded, cybercrime has too. With increasing
activities on the Internet, cybercrime is becoming an important study area. This criminology
course explores the history, nature, and patterns of cybercrime, introducing students to its
criminological study.

In this course you will explore contemporary issues and academic debates such as:

The theoretical cybercrime framework (e.g., definitions, victims, and offenders)

The motivation behind cybercrime (e.g., financial, personal, and political)

Cybercrime means and methods (e.g., malware, platforms, and pathways)

Cybersecurity and policing virtual spaces and cybercrimes (e.g., digital forensics and
biometrics)

Cybercrime trends and future directions (e.g., surveillance and data trade, Al, robots, and
drones).




You will look at a series of examples and case studies of Internet-related crime which will
highlight the diversity of cybercrime as well as its prevention and detection.

After studying on this course, you should be able to:

o Evaluate the concept of cybercrime and its current and potential impact on globalised
society

e Develop a critical awareness of the importance of how the online environment has
changed the nature of victimisation, offending and policing.

 Critically interrogate sources of knowledge and information related to the constantly
changing area of cybercrime

o Effectively communicate and objectively analyse sensitive ideas and concepts related to
cybercrime cyber-security, from a criminological perspective.

The course is ideal for university-
level students who have an
interest in cybercrime and cyber-
security and have the required
English language skills.

‘ ‘ Noora Alhajri - everything |
learned was valuable. | enjoyed
the dark web session as it really
opened my mind.

Course Tutor
Dr Tine Munk
Senior Lecturer - Criminology and Criminal Justice
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